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ABSTRACT

Space Situational Awareress (SSA) refers to the
knowledge of location and function of space objeds ard
of the space ervironment, including operational
satellites, space delris, nea Earth objeds and space
wedaher. The development of a European SSA system
will undempin the exploitation of European space as®ts,
represeting a key cgpahblity contributing to the
auonomous accessto space for Europe. [1]

The European Union Satellte Certre (EU SaCen),
through the “Support to Precursor space situational
Awareness services” (SPA) project, has backed SSA
adivities in Europe by providing a set of suggestions
ard recommendations to suppat dedsion-making
regarding the developmert of SSA Govemance and
DataPolicy. [10Q]

1 INTRODUCTION

Any disturbarce to space as®ts could disrupt es®ntial
sewvices affeding the seaurity and well-being of
European Union (EU) citizers as well as reducing the
as®ciated berefits of spae. In this context, the nedd
for a cgpahlity of Space Situational Awareness (SSA)
in Europe has been undedined by Space Courcil
resdutions as a safeguard to ersure the exploitation of
ard accessto space. [1][ 2]

The European SSA is expeded to addressthree main
aress [3]:
- Space Suveillanceand Trading (SST).
- Space WEather (SWE) monitoring and forecast.
- NearEarth Objeds (NEO) monitoring.

The EU SaCen has been contributing to the currert
European SSA activities through the “Support to
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Precursor space situational Awareness services” (SPA)
projed. The SPA projed was a Syppat Action under
the Sewenth Framework Program (FP7) of the European
Commission (Grant Agreemert No. 262930 theme
SPA.20132.3-2: Secuity of space as®ts from on-orbit
cdlisions), managedby the EU SatCn and started the
1% of March 2011with a duration of twenty months.

Under the full control of EU Member States (MS), SPA
has studied and evaluated aspeds of SSA Govemarce
ard key elemerts of Data Policy in the EU SaCen
seaure environmert [7]. The SPA projed hasfocusedon
the SSA-SST segment armd sewvices which, being
sersitive ard dual use (civil and military) in nature,
represei the gredest challengesfrom a govemance and
datapolicy development perspedive.

The overarching principle of a future SSA govemarce
ard datapdlicy is to protectthe interess of the EU, its
MS ard allies while maximize the exploitation of SSA
cgpahblities.

This paper is organised asfollows: Secton 2 descibes
the methoddogy used for the performed technical
aralysis of the data policy and govemance nedls.
Sectio 3 introdwces the importarce of space. Sectio 4,
5 ard 6 descibe the SSA-SST services, models ard
requirements. Sectiom 7 summarzes the analysed Data
Policy topics. Sectilm 8 ard 9 introduce the projed
denonstratar ard the use cases ard scenario asesmert.
Section 10 summarizesthe findings on Govemarce ard
Data Policy. Finally, Secti;m 11 and 12 presen the
conclusions ard acknowledgmerts.

2 METHODOLOGY

The SPA projed hasfollowed an aralysis methoddogy
basedon use casesand scenarios suitable to perform an
aralytical ard technical evaluation.

A use casebasedanalysis is commonly used in differert
domains such as software systems engineing. This
type of analysis idertifies a certain goal of a system,
allowing the modelling asinteradions between different
system comporents and adors, focusing spedfically on
how it is dore rather thanwhat hasto be dore. Each use
case also includes scenarios that analyse instances of
how the system is usedin spedfic circumstances. [11]



The methoddogy used for the techical analysis of the
datapalicy and govemance needs aimedto:

- Provide asystematic and pragmatic approach.

- Dewelop an incressed uncderstarding of the
problem for aralysing data podicy and
govemance nedds.

- Offer atool to communicate and discuss with
stakeholders.

- Provide aclea aralysis roadmap to perform
the SPA aralysis work.

Fig. 1 depicts anoverview of the SPA methoddogy.
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Figure 1. SPAProjectoverall mettoddogy.

The methoddogy of the SPA projed is descibed as
follows:

a. At the begnning of the SPA projed, the
importarce of space from an econamic and
stratedc point of view has keen aralysed

b. Concurrertly, a number of SSA-SST
experimental services related to the protection
of space infrastricture have been descibed and
charaderizedin cooperation with relevart SSA
stakeholdersin Europe.

c. Stating from the studies performed on the
importarnce of space (a) ard on the preliminary
SSA-SST sewvices (b), an aralysis on existing
SSA requirements has been performed and
preliminary SSA-SST needs ard requirements
have been derived

d. Thenhighlevel use casesand detaileduse case
scenarios have been defined asa tool to better
uncerstand and amalyse data policy amrd
govemance nedls in cooperation with relevant
SSA stakeholdersin Europe.

e. Inaparallel way, main Data Policy topics ard
potertial architecture models with relation to
the Govemance of afuture SSA-SST cgpahility
in Europe have been derived

f.  Finally, the EU SatCen has performed an
evaluation of SSA-SST use case scenarios in
order to outline SSA-SST Data Policy ard
Govemance technical inpus as well as
additional functional needs.

g. To perform this evaluation, the EU SatCen has
hosted within its already exsting seaure
premises demonstratar software for the above
SSA-SSI sewices (cooperating with the

European Space Agency (ESA) and using EU
SatCen experience on the area of the analysis
ard integration of hetegereous data sources
with multiple seaurity levels).

h. A final report hasbeen produced summarising
knowledge gained lesons leamed ard the
adiievements of the SPA projed with
reoommendations in  view of further
dewvelopmerts of SSA in Europe, particularly
on the technical aspeds of its Govemarce ard
DataPolicy.

3 IMPORTANCE OF SPACE

Spae is a key stratedc sedor for European
competitiveness and econamic growth. The size of the
worldwide pubic space budget (allocated funds for
space expenditures) in 2010 was approximately 76B€,
from which an 8% (worth 6B€) represents the EU's MS
contribution. As shown in Fig.2, Europe is the second
largest contributor to the space industry after United
States(US) ard its budget is distributed mainly in five
areas of applications [5]: communications and launchers
(31% eah), scierce (17%), Earth observation (15%)
ard navigation (6%).

According to the Union of Concerned Scientist
information (pulic satellite datakase) in Jarnuary 2011
there were over 960 catalogued operational satellitesin
orbit, together with approximately 2400 inadive and
uncontrolled satellites and 15000caalogued detxis. [6]

Presetly, Europe has indicatively ~14% (represeting
160 of the total operational satellitesin orbit and is the
fourth largest contributor to the delris popuation with
4% (represeting ~605) of caalogueddelxis.
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Figure 2. Worldwide and EU Spaebudggt.

The quartity of space objeds is growing constartly and
consequently the probahility of cdlision between a
satelliteand delxis is rising rapidly.

A European SSA cagpakility would help to reduce the
lossor disturbarce of assetsdue to calision with space
delris and space weaher. According with the analysis
performed, the estimatedeanomic impad for a loss of
a European satellite due to a callision in LEO is
approximately 19M€ per yea and due to space weaher
is approximately 206M€ peryea.



This estmated economic impad could be negatively
affeded due to nonquantified consequernces and costs
that may outcome from the omission of a European SSA
cgoahlity. A clear example could be the loss of a
critical communication service during an emergercy
situation causing lossof lives.

The consequerces of a NEO's impad are difficult to
estimate becawse of the intrinsic variables of the objed
(size, velocity, and composition) and the areaof impad
but, in the worst case, a NEO's impad could cause loss
of lives and serious disruption of the global econamy.

4  SSA-SST SERVICES

Three indicative servicesof an SSA-SST segmert have
been idertified as Satellie Overflight, Satellite
Conjunction Alert and Space Re-entry Predction. These
sewvices have been confirmed by SSA stakeholders as
relevart for the SPA project, for ary future SSA
cgoahility and for Common Foreign and Secuity Policy
(CFSP) challenges related to datapalicy and govemarce

4.1 Satellite Over-flight service

The SatelliteOver-flight service offers an estimation of
when a particular space objed/satellite will be visible
from a particular locaion on Earth (ard vice-versa). The
Overflight sewice amd cdculation chain pemmits
historical, red-time ard predctive egimation (by
computer simulation) of the ewolution of the orbital
parameter values with time of a satellite/objed ard its
orbit. This allows the predction of line of sight
oppatunities between a satellite and a particular
location on the Earth’s surface; this could be for
observation or communication purposes. From both
points of view, satellite or ground locdion, typically,
time windows of availablity are predcted for a given
satelliteand location.
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Figure 3. 3D Represetation of Over-flight sewvice
for mutiple LEO satellites.

4.2  Satellite Conjunction Alert service

The Satellite Conjunction Alert sewice is interded to
grealy reduce the probahility of conjunction between
operational space as®tsand all other manmade objeds
in orbit.

The conjunction probahility egimation involves
inputting of the parametess for a patticular satellite and
all other objeds to be cheded against and evaluating
the probahblity of collison. A communication may be
sert in a timely manner to the idertified satellite’s
operatass; after the final reault of the service has been
produwed and a message sent to the operatar, a callision
awidance manoewre may be dore.

ey

Figure 4. lllustration of Conjunction Probahility
andysis.

4.3 Space Re-Entry Prediction service

The Space Re-ertry Predction sewvice is concerned with
maintaining a list of objeds of high probahlity of re-
entry to the atmosphere and reaching the Earth’s
surface. Also, it is used to make a prediction of the
trajedory ard delris cloud impad zone locdion on
Earth.

Figure 5. Smulation of Re-entry of ANUSAT.

5 POTENTIAL SSA-SST MODELS

During the course of the SPA projed, threehypahetical
architecture models have arisen asgereric modelscdled
Fecerated Unified and Joint models. Two of these,the
Fecerated ard the Joint, were understood (from
stakeholders’ feedback)? to be front-runrers as possble
models for afuture SSA-SST in the EU.

2 As part of the discussians during the second SPA project
workshop held the 19" of January 2012, it was agreed to focus
the SPA analysis o the Federated and the Joint models.



The following characteristics are common to all
potential architecture models:

- All are hypothetical engineering architecture
corresponding to an intergovernmental SSA-
SST governance scheme in Europe.

- An autonomous European SSA-SST capability
is offered.

- A strong data policy is in place (compliant with
national security needs) for each national or
EU/ESA type entity participating.

- Other third parties might have offered access
by dedicated agreements as well as external
interfacing with allied nations at all processing
levels.

- The input/use of external data at any level from
international entities is subject to a data policy.
External interfacing with allied nations at all
processing levels may be present.

- Cooperation between SSA capability providers
is in place.

- The elements are multi-layered and could be
distributed in Europe.

- Users” access privileges are based on
Commercial, Governmental (Civil/Military)
status.

- Protected facilities are available, especially a
space object database/catalogue.

Particular characteristics of the Federated Model are:

- It is composed by two or more autonomous
(yet complementary and compatible) SSA-SST
national systems with agreements and
management structures (governance).

- The boundary of the federated system is at the
property limit of the member nation’s
resources and assets.

- This model could offer a capability to users
upon agreements along with suitable service
enforcement instruments. A wider capability,
extending consortium member states, may be
provided with an additional interface offering
services to a wider range of users, including
commercial, national and European entities.

Example Federated SSA-SST segment
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Figure 6. Example of a possible Federated model

Particular characteristics of the Joint Model are:

- It is a coordinated compatible fusion of
existing capabilities and resources in Europe
into a system of systems.

- Member states of the EU/ESA contribute any
type of resource, including catalogue
information into a European SSA-SST system.

- The potential interface or incorporation or use
of national or federated resources could be
done through a comprehensively consulted
agreement.

- MS of the EU/ESA contribute essentially
assets or capabilities into one SSA-SST system
in the EU.

6 HIGH LEVEL SSA-SST NEEDS &
REQUIREMENTS

The SPA project has studied and documented a
synthesis on the initial needs and requirements for a
future SSA capability in Europe and has considered
inputs from various sources. These include high-level
requirements from international and European treaties
and existing requirements on SSA. On the later, the
following texts have been key for SPA:

- The EDA SSA PT Common Staff Target,
(CST). [8]

- The ESA SSA PP Mission requirements
Document (MRD). [9]

- European SSA High Level Civil-Military User
Requirements. [3]

The following data policy and governance themes have
been identified:  member state national security,
verification of treaties, European and International co-
operation, standardisation, civil-military  synergy,
provision of services, protection of life and space
infrastructure, autonomous access to space, architectures
aspects, interoperability, nonrepudiation and data
classification and downgrading/declassification.

7 SUMMARY OF DATA POLICY TOPICS
ANALYSED

A scenario-based analysis has been performed
considering core data policy topics, summarized below:

- Identification and data classification and
declassification rules, considering aspects
related with detected objects identification and
classification, including different types of data
associated  (i.e. orbital  data,  object
characteristics, etc.).

- Information and Facility Protection, covering
core data security policy aspects (i.e.
confidentiality, integrity, authorisation,



availahlity and nonrepudiation) for dataat
rest (eg. caalogue data) ard datain-motion*
(eg. sewices prodwcts delivery) aaoss the
SSA processng chain.

- Administrative aspeds, mainly covering sensor
taskng, spedfic sersor pdlicies, liability,
seaurity agreements, IPR/licensing isaues ard
exchangeswith third states.

- Interoperahility and Stardardisation, seaure
ard standardised exchanges within the system
ard with extemal entities, including caalogue
data,service products am sensor taskng/data.

8 DEMONSTRATOR

The SPA projed hasimplemerted (in its seaure areg a
demonstratar platform that has suppated the core study
armalysis, providing means for idertifying relevant
tecical findings and recommendations for the
implemenrtation of the data policy ard govemarce
models of afuture European SSA capalility.

The SPA demonstratar has beendelivered by simulating
a complete as possble SSA-SST cgpahlity processng
chain, starting with the data aayuisition in the sensors
ard the prodwtion amd management of objed
cdaaloguels, up to the distribution of the final sewice
level information to the erd users.

An overiew of the functional desciption and dataflow
of the SPA demonstratar is providedin Fig. 7.
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Figure 7. SPA Denpnstrator Data-flow.

The SPA demonstratar follows a threelayer structure
with a sensor layer, processng layer and sewvice layer.
The sensor layer mimics radar, optical telescges and
infrequertly space basedinstruments. The processng
layer contains essertially the treament of sensor data,

% Data-at-rest: Refer to the data stored on any kind of media.

4 Data-in-motion: Refers to the transfer of data from a stared
locaion to a different locaion using any communication
means, which can be physical copy or move, interral network,
internet, dedicated communication lines, etc.

sersor taskng management ard the production of
spedfic orbits related to satellites. The sewice layer
cdllects the data stored in a datataseto offer differert
SSA-SST services.

The SPA demonstratar infrastricture suppating the
aralysis and scenanio evaluation process has been
defined and installed considering available SSA related
software in order to ersure the achievemerts of the SPA
projed goals. The set of seleded ard installed software
is comprised by COTS prodicts (i.e. AGlI STK) ard
spedfic ESA SSA SST Preparatay Programme (PP
software.

8.1 Demonstrator data

In any given SSA system, the three indicative services
of Satellte Over-Flight, Satelite Conjunction Alert and
Spaa Re-Entry require prior availakility of surveillance
ard tracking dataof space objects Sincethe start of the
SPA projed, a set of represemative observation datahas
been sought ard obtained The data have been then
processed to detemine the charaderistics of the orbit.

The following ertities have kindly provided sample
tracking or orbital data:

- France CDAOA, GRAVES (Grard Résea
Adapté ala Veille Spatiale)

- Spain, The Red Ingtituto y Observatario de la
Armada (Sparish Navy Observatary).

- Spain, Observataio Astrondmico de Mallorca
(MallorcaObservatay).

- United Kingdam, Rutherford
Laboratary, Chilbolton Observatary.

- United Staes, Joint Space Operations Center
(JSpOC) throughpuHic dataonthe intemet.

Appleton

The datacadllection contains a source of example orbits
along with being an exercisein European co-operation,
in the context of the SPA projed. Diverse surveillance
ard tradking data has been resdved into the differert
typesof orbits (GEO, MEO and LEO); prodwcing inpus
for the simulated SSA-SST sewices.

9 USE CASES AND SCENARIO
ASSESSMENT

A scenanio based aralysis has served to provide
tecmical inpus to suppat the definition of govemance
ard data palicy by competent bodes and to identify
additional functional needs for the further development
ard definition of a European SSA system.

9.1 Overview of Use Case Scenarios

The defined use case scerarios of the analysis
methoddogy cover the SSA-SST servicesand exterd to
the processng layer, the caalogue and sensor
maregement SST  functionality.  Representative



information flows have been idertified for each of the
scenario families to drive the aralysis, considering
idertified SSA-SST models and main datapoalicy topics
to be investgated

A total of thirty-seven scenarios have been defined
idertifying a separation criterion which aims to
highlight the analysis of data pdicy and govemance
neals. The following criterion areas have been used

- Catalgyue and Sersor Management scenarios
amlyse the sensing and processng
functionality of a SSA-SST segment. Twenty
scenalios have been defined separating the
armalyss by system functionality (i.e.
surveillance, tracking and additional caalogue
maregement functions, such as
dedassfication, manoewre detedion and
injedion of exemal data) sersor
ownership/classfication amd space obed
ownership/classgfication.

- Conjunction Waming Sewice scenarios have
been defined, nine in total, these have been
separated based on objed ownership, objed
classfication and their status/manoeuvrahili ty.

Federated - Canjunction Warning

Mational Pracess Layer Mational Object Catalogue  $$A Analyst

g¢tObjectsOrbitalinformation _ ©

objectsOrbitalinfermation
< T . i
erformConjunctionAnalysis
s g s requestDetectedConjunctions

"

Conjunction Service

- Overflight Sewvice scenarios, three in total,
have been defined and separated based on
different types of overflight requests to be
recived ard the classfied nature of the
satellite cgpahlities.

- Reentry Sewice scenarios have been defined
five in total, separating them based on
ownership and classfication level of the objed
re-ertering, risk of the objed considering the
natue, contert and payload and potertial re-
ertry location of the objed.

The individual assesmert of each scenario hasraiseda
set of datapadlicy and govemanceissues and suggedions
which complemerts initial findings and completesthe
core reslts of the projed.

Fig. 8 shows an example of detailedas®sanen that has
been performed using sample information flows for
Conjunction Waming service.

Relevant scenarios, fourteen in total, have been also
evaluated using the SPA demonstratar as simulation
platform.
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Figure 8. Sampe of Conjunction Warning Use Cae, Federated Model.



10 RECOMMENDATIONS ON
GOVERNANCE AND DATA POLICY

10.1 Space object catalogue management

Accessto a comprehersive caalogue will be requiredto
achieve a proper SST function. This caalogue must
contain all objeds, classfied and unclassified, with
minimum asociated information suitable to provide
services while protecting sensitive information and EU
MS interests. It is recommended to define the rules
goveming caalogue information merge within Europe
as®tsas well asextemally. An exeadution of a detailed
risk analysis is recommenrded considering the potertial
hamful effeds of caalogue contamination, addressng
aspeds such as quarartineivalidation rules ard day-to-
day updates.

10.2 Information classification/declassification
governing rules and properties

It is recommended to define concrete rules goveming
the classification of the information and their properties
(i.e. originator, dedassification properties need-to-
know) in differert areas such as sensor information,
classfied space objeds correlation and derived services
prodwts (eg. Over-Flight, Conjunction and Re-Entry
produwcts). Patticularly, respnsibility definition and
ageaments required on rules for certain scenarios
involving EU, EU MS or potertially third parties shoud
be addres®d for delivering services in timely manner
while presevinginformation seaurity.

10.3 Dual Nature of the SSA capability,
definition of security domains and
information exchanges

The dual natue of a future European SSA cagpahility
ard separation between classfied ard unclassified
information hardling is ore of the drivers of the data
poicy and architectue, affecting all SSA-SST layers
(sersors, processng and sewiceg. Considering
applicable seaurity regulations [4], the datapolicy needs
to idertify the different seaurity domains, their mode of
operation ard how data exchanges are performed, both
intemally and extemally to users and third parties

10.4 SSA-SST Sensor network definition and
required agreements

A critical source of information will be national sensors
partially or totally dewted to SST. Collaboration
mechanism(s) would allow a balarce between the
protection of sensitive material ard the provision of
suitable information, maximising their use. There is a
need for the idertification of proper surveillance ard
trackking strategies and sensor seledion priorities
considering availabe assets, classfied and unclassified.
A risk analysis must suppat the potertial use of

unclassfied sensors for surveillance adiieving the
required coverage ard performance at all orbital
regmes.

10.5 SSA capability dependency on defence
services and interfacing definition

The Civil/Military user requiremert document [3] has
estaltished that the provision of spedfic defence
serviceswould not be addres&din a potertial European
SSA dual-use cgpalility, including in particular those
that fulfil a critical “internal” function performing an
auonomous idertificaton of deteded objeds. It is
suggested, respeding the need-to-know and applicable
seaurity principles, to degoen into the needs of the
intefadng mechanisms between thesespedfic deferce
sewvices and a European SSA capallity addressng
challenges, such as unidentified objea handling and
classfication respnsbility, impad on sewices,
idertification process respnsbility, involved data
exchanges and requiredtimeliness.

10.6 Definition of Third party information
exchanges ar eas, dissemination and IPR
needs

A future European SSA capabhlity is expeded to
intelface arnd share information with extemal third
patties as part of cadlaboration ageements, including
caalogue information, conjunction or re-entry evens
information, with the objedive to achieve a better
protection of as®ets in spae while maintaining
auonomy of the European SSA cepahlity. It is
reoommended to estalish the rules goveming the
exchanges, the regulation agpeds and as®ciated data
policy, including security agreements for classfied
information handling, nature amd contert of the
excleanges, data standardisation, tracedility of the
information, further disemination and associated
intellectual property rights requirements.

10.7 Maximize interoperability via
standardisation

It is recommenrded to idertify and dewelop a set of
common provisions to fadlit ate the interoperahility and
thus the incorporation of contributing capahlities as
well as third party information excharges. The
idertified scope of theseprovisions, resgding national
prerogatives, covers aspeds such as seaurity of
classfied information, confidertiality, service provision
rules, resaurce contribution, intellectual property rights,
liability, govemanceard finarce etc.

10.8 Identification of user communities, rules
governing access and service delivery

A future European SSA capalility is expeded to
provide sewices, of unclassfied ard classified nature,



potertially to a variety of users (National, European,
govemmental, commercial and third parties). It is
reoommended that the data poicy and govemance
elalorate on the expeded user community that can
access a patticular SST service, the eligibility criteria,
the govemance structure requiredto provide access ard
the sewice taking and delivery rules ard techical
medhanisms to be followed

10.9 Role of the European SSA capability and
liability

In the context of conjunction evert mitigation,
considering the variety of potertial scenarios invalving
obeds from EU, EU MS or third states, it is
recommended to define the concreterole of a European
SSA cgoalility. Indeperertly of the potertial advisory
vs. regulatory role for conjunction everts, it is foreseen
atleastthe need of a coordination role between involved
parties The liability or respnsibility for an event/ac
could be estallishedif the as®ciated datais guararteed
to be corred and if a formal natification process has
been applied. In this context, data integrity and non
repudiation mechanisms are suggested to be further
detailedin terms of datapdlicy.

10.10 Identification of proper notification
chains at National and EU level

Taking into aacount the potertial hamful effeds
(infrastructure and ervironment) during confirmed cases
of space objed cdlision or re-ertry, it is recommended
to detemine within an EU context a coordinated ard
efficient natification chain for timely reaction to
relevart parties which might berefit from already
estallished mechanismsin place

10.11 Data policy supervisory mechanism and
continuous assessment

It is recommended that the future govemarnce contains a
supervisory mecharism to fadlitate and monitor the
implemertation of data pdicy, including the
investigation of incidents. That might include elements
such as risk asesment, mitigation measures,
requiremert development, etc.

11 CONCLUSIONS

The EU SatGn throughthe FP7 suppat adion projed
SPA, has contributed to the current European SSA
adivities providing a set of focused and pragmatic
suggestions and recommenrdations. SPA has concluded
that an optimized cooperation between SSA cgpahbility
providers is a common key elemert for ary future SSA
developmert in Europe.

SPA projed has berefited a diverse range of European
areraswhere SSA is a key element and the EU SaCen
is participating diredly or indiredly. SPA hasfadlit ated

a techical dialogue to bridge the gap between dedsion
makers and techical audiences on SSA mattess.
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